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Although you can hardly pick up a computer publication without being assaulted by references to cloud computing, the term has been abducted by marketing organizations to the extent that it means almost nothing. Today, “cloud” is to computing as “natural” is to food. Although the term means little, the concept is very valuable, and is something that most computer owners use every day. I define cloud computing as using storage or processing resources on the Internet. Most of us already use cloud computing far more than we realize; for example, every e-mail we receive sits on our ISP's disk until we download it to our PCs, and when we use Google Maps, much the processing and all of the storage occurs on Google's hardware. In the extreme, cloud computing could evolve to the point where our computer would consist of only a keyboard, mouse, display, and perhaps a printer, with just enough processing power and software to support a Web browser. Google foresaw this as the future of home computing and began developing their Chrome operating system to support it.

 A simple example of cloud computing is a backup service, which continually backs up all your data whenever you are connected to the Internet. You don't have to think about it, and because your backups are stored at a different location, they are safe even in case of a local catastrophe. A similar use is synchronizing data among several computers, where the data might be files, contacts, and your favorite Web sites and (with care) their passwords. Many people also use the cloud to share information with others, for example by using Facebook for personal information, Flicker for photos, or Google Docs for documents. Cloud storage is both convenient and inexpensive; indeed, many vendors offer up to two gigabytes free.

All the above examples are data storage ones, but there are also cloud processing services, such as Google Docs. Google Docs supports the common office tasks such as word processing, spreadsheets, and presentations, which means you can perform these without purchasing an office suite and having to keep it updated. It also allows on-line collaboration (where, for example, several people edit the same document), although few home users are likely to need this feature. Like cloud storage, cloud processing is inexpensive or even free.

By now, you may be thinking, “What's the Catch?” Somebody has to pay for these services, as providing them requires non-trivial costs for computer hardware, support staff, and communications. In some cases, the free service is a limited sample to entice you to purchase a more versatile one. In others, you are the product being sold. Your habits and preferences are valuable commodities that advertisers will pay to learn about. For many of us this is a fair trade; in return for the convenience of Google's search engine, we tolerate the ads in the sidebar and being directed to sites that want to sell to us.

However, there are some security and safety caveats involved. Security is complex for a cloud vendor; your data are stored on the same disks, the same memory, and pass through the same processors as everybody else's. The process is much like what happens in a commercial laundry or dry cleaner, where everybody's clothes are tagged and thrown together into a large machine. Afterwards, somebody looks at the tags to get them back to their proper owners. Contrast this to a bank deposit vault, where only your key can open the box where you place your documents. Even at such competent vendors as Google, there have been instances of data leaking from one customer to another, and many cloud vendors are start-ups who have much less expertise than Google. This means that you should take responsibility for safeguarding your data. For example, if you back up your disk in the cloud, encrypt any files (such as those containing passwords or on-line banking data) that present security risks. I store my passwords using KeePassX, http://www.keepassx.org/. Its file is always encrypted on your PC's disk, and you can safely back it up anywhere. I also use Gnu Privacy Guard (gpg), http://www.gnupg.org/, to encrypt files and e-mail. (Both of these programs are available for the Windows, Mac, and Linux platforms.) By the way, when you encrypt a file, be sure that only the encrypted version is ever placed in a directory that is backed up in the cloud.

Safety also is not trivial. Vendors do go out of business and, even if they keep operating, they may find that providing cloud services isn't profitable. Not all of them back up their storage, which means that their hardware failures and software bugs can destroy your data. If you use the service for back-up or synchronization, this isn't a problem because the chances of simultaneous failures in the cloud and on your PC is negligible. However, if you store your only copy of your photograph or music collection in the cloud, you are risking disaster. In the case of cloud processing, you should also be concerned about the format in which your data is stored. It does little good to download the file containing your novel if it's stored in a format that only the (now out of business cloud vendor) could read.

Finally, cloud computing is new, so you should expect some glitches.

